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Serious Games

Simple and engaging training Using Machine Learning to:

+ Adapt to different real-world scenario
An interactive, context-specific « Help the player to practice the concept
of Social Engineering

Augmented by artificial intelligence « Evaluate player’s risk attitude

« Extend the user training material

focused on social engineering

learning experience

to enhance the learning experience

Based on real-world security incidents

HATCH

« A tabletop cybersecurity game for all personnel
« An entertaining and interactive group training

for identifying and defending against Social

J HATCH is employed to elicit the domain-specific
threats and feed the online PROTECT and

Engineering

AWARENESS QUIZ games

PROTECT
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Online card game about
Social Engineering

Enables a motivating
and entertaining training

Customization of content
Data protection compliant
Multilingual support

Accessibility by design
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LINKEDIN CONNECTION DEFENSE DEFENSE

REQUEST PROTECT

@ Verify the person's identity @ Palitely remind them of the public

@ You receive a Linkedin request through official channeis nature of the space

from semeene claiming to be a # Donotelick on links from un- @ Suggest moving sensitive discus-

potential client known connections sions to a private area
@ Their profile looks legitimate but @ Report suspicious activity to @ Report the incident to your su-

incomplete Linkedin and your IT department porvisor if it's a recurring issue.
@ They immediately send a mes-

sage with a link to their ‘compa-

ny wobsite® . *

DEFENSE SKIP TURN

@& Close the door immediately @ You can skip your turn if you want

@ [Explain the security risk to your i

colleague @ Use this option if you want to

@ Report the incldent to facilides keep your card for later.

management @ You can skip only attacks

PROTECT
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AWARENESS QUIZ

online quiz about CyberSecurity Awareness Quiz

Single Quiz

Social Engineering threats

Which of the lollowing stralegies is most effective in

reducing the impact of a ransomware attack on hospital

Interactive, scenario-based content

operations?

Emphasizes the impact of Social -
Emphasizes e ine

Inatalling alvanceel Tirauall Bystems tomonitor s block unsutiorized network

Based on real attacks,
constantly updated

g it curing =tared atflincorin a
saeum eloud anuiamar .

Ienplarenting strict pasead

month,

Various multiplayer modes

Multilingual support
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Accessibility by design
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