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ROAR: The 1st CACAO Editor & Orchestrator implemented worldwide;
integrated in CACAO specification V2.0.

RPs: The most holistic playbook approach, and the 1st to use CACAO
playbooks for Business Continuity.

SMIR: Innovative tool that addresses lack of harmonization of mandatory
incident reporting procedures — Facilitates the collection and reporting of
incidents.

AutoML-based UEBA: Context-aware profiling of users and devices to
detect and prevent malicious activity in real time.

SeBiS: Innovative training based on previous user behaviour.

CTI Discovery & Analytics: NLP-based tools to discover & extract CTI-
relevant information from human readable sources.

TAC ontology: Aiming to be the industry standard for representing
STIX 2.1 data using an ontology and populate knowledge graphs.

TII: Enhanced MISP synchronization tool to filter non-relevant information.

PMEM: Enhanced proactive real-time cyberattack prediction by dynamic
model selection based on context.

CERCA: Dynamic risk assessment - in a qualitatively and quantitatively
fashion.

RCR: A SoTA CR, the 1st to focus on the use of a CR to assess Playbooks.

Serious Games: The 1st approach for serious games on cybersecurity
improving accessibility and inclusiveness.

MISP Security Playbooks Object Template: PHOENI2X enhanced the MISP
representation schema to support security playbooks and their connection
with CTI.

CACAO Layout Extension: A standardized way to visually represent
cybersecurity playbooks, improving their readability, consistency, and ease
of sharing.
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INNOVATIONS

PHOENI2X aims at delivering
a Cyber Resilience Framework providing
Artificial Intelligence (Al) — assisted orchestration,
automation and response capabilities

for business continuity and recovery,
incident response, and information exchange,
tailored to the needs

of Operators of Essential Services (OES) and
of the EU Member State National Authorities
entrusted with cybersecurity.
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