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Towards Cyber Resilient European Infrastructures

A European Cyber Resilience Framework with Artificial Intelligence (Al)
- assisted orchestration & automation for business continuity,

incident response & information exchange




Architecture

Resilience Orchestration, Automation & Response
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a Cyber Resilience Framework Resilience Cyber Range Business Continuity Incident Response Resilience )
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(Al) - assisted orchestration, Assessment & Training
automation and response
capabilities for business

Incident Response
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e Security Al-assisted Situational Awareness, Prediction & Response Alerting,
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o Py Serious Games . Attack Prediction, ; Information
incident response, and User & Entity Ul e, Response e Exchange
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tailored to the needs of
Op erators of Essential Services Baseline Prevention, Detection & Response toolset
(OES) and of the EU Member

State National Authorities {
entrusted with cybersecurity.

Network & Computer Infrastructure Management & Orchestration

TRANSPORT HEALTHCARE

The Healthcare use case will build security
The Transport use case will deploy the next solutions to ensure business continuity
generation services for a digital railway focusing on supply chain attacks target-
infrastructure improving the proactive ing the delivery pipeline to preserve the
strategy to predict cyber-attacks, identify- General Healthcare System of Cyprus

ing and isolating security and safety threats from malicious code deployment in the
of train operations by subdividing the production servers, which could severely
system in 3 layers: data collection, data impact portal functionality, and even
processing and data analytics. disrupt the healthcare operations of the
entire country.

Use Cases

ENERGY

The Energy use case will strengthen the
Advanced Metering Infrastructure (AMI)
security and operational resilience of the
Energy Operator during disruptions, such as
cyber-attacks, while the Telecom Operator
provides a fallback communication channel

between the customer and the AMI Headend.
The PHOENI2X platform also facilitates timely
reporting to the National Competent
Authority, ensuring regulatory compliance
and effective incident management.



